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Balancing Innovation, Privacy, and State 
Interests: A Critical Evaluation of India's 

Personal Data Protection Framework 

ABSTRACT 

The rapid expansion of India's digital economy has fundamentally 
transformed the manner in which personal data is collected, 
processed, and commercialized by both public authorities and 
private entities. The increasing reliance on artificial intelligence, 
digital public infrastructure, fintech platforms, healthcare 
technologies, and e-governance initiatives has generated 
unprecedented opportunities for innovation while simultaneously 
intensifying concerns relating to informational privacy, data 
security, algorithmic governance, and state surveillance. Against 
this backdrop, the enactment of the Digital Personal Data 
Protection Act, 2023 represents a significant milestone in India's 
evolving data governance regime. The legislation seeks to establish 
a comprehensive framework governing the processing of digital 
personal data while promoting innovation and facilitating the 
growth of the digital economy. However, the Act has also generated 
considerable debate regarding the adequacy of its safeguards for 
individual privacy, the breadth of exemptions granted to the State, 
and the effectiveness of its institutional enforcement mechanisms.1 
This study critically evaluates whether India's contemporary 
personal data protection framework successfully reconciles the 
competing objectives of technological innovation, protection of the 
fundamental right to privacy, and legitimate state interests such as 
national security, public order, and efficient governance. The 
research is anchored in the constitutional recognition of privacy as 
an intrinsic component of the right to life and personal liberty 
under Article 21 of the Constitution of India and examines the 
extent to which the Digital Personal Data Protection Act, 2023 
reflects the constitutional principles articulated by the Supreme 
Court of India. The study further explores whether the existing 
legal framework incorporates internationally accepted principles of 
legality, necessity, proportionality, accountability, transparency, 
and effective regulatory oversight.2 Employing a doctrinal and 
comparative legal research methodology, the paper analyses 
constitutional provisions, statutory frameworks, judicial 
precedents, committee reports, and international instruments 

 
1 Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 S.C.C. 1. 
2 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 
2016 on the Protection of Natural Persons with Regard to the Processing of Personal 
Data and on the Free Movement of Such Data (General Data Protection Regulation), 
2016 O.J. (L 119) 1. 
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governing personal data protection. Particular emphasis is placed 
on the rights of data principals, obligations imposed upon data 
fiduciaries, the legal architecture governing consent, cross-border 
data transfers, children's personal data, government exemptions, 
and the regulatory role of the Data Protection Board of India. The 
study also undertakes a comparative examination of India's 
framework with the European Union's General Data Protection 
Regulation (GDPR) and selected jurisdictions to identify 
regulatory best practices capable of strengthening India's evolving 
data governance ecosystem.3 The paper argues that although the 
Digital Personal Data Protection Act, 2023 establishes a much-
needed statutory framework for regulating personal data 
processing, its attempt to balance innovation, privacy, and state 
interest’s remains imperfect. While the legislation adopts several 
internationally recognized principles that encourage responsible 
digital innovation and regulatory flexibility, the extensive 
discretionary powers conferred upon the Central Government, 
limited procedural safeguards against state access to personal data, 
and comparatively weak institutional independence raise 
significant constitutional and governance concerns. 

KEYWORDS 

Digital Personal Data Protection Act, 2023; Right to Privacy; 
Data Governance; Digital Innovation; State Surveillance. 

1. INTRODUCTION 

The digital revolution has fundamentally transformed the manner in 
which information is generated, stored, processed, and exchanged across 
the globe. The integration of digital technologies into everyday life has 
significantly enhanced economic productivity, public service delivery, 
financial inclusion, healthcare, education, and governance. In India, 
government initiatives such as Digital India, Aadhaar-based 
authentication, Unified Payments Interface (UPI), DigiLocker, and other 
digital public infrastructure have accelerated the country's transition 
towards a data-driven economy. Simultaneously, private technology 
companies have increasingly relied on personal data to develop 
innovative products and services, improve consumer experiences, and 
drive economic growth. Consequently, personal data has emerged as a 
valuable economic resource, often described as the "new oil" of the digital 
economy due to its central role in enabling technological advancement 
and commercial innovation.4 

 
3 Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 Harv. L. Rev. 193 
(1890) 
4 Justice B.N. Srikrishna Committee, A Free and Fair Digital Economy: Protecting Privacy, 
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The rapid expansion of digital ecosystems has, however, created complex 
legal and ethical challenges concerning the collection, storage, sharing, 
and processing of personal information. Individuals routinely disclose 
sensitive personal information while accessing online platforms, digital 
financial services, healthcare applications, social media networks, cloud-
based services, and e-commerce marketplaces. Although these 
technologies have substantially improved accessibility and efficiency, 
they have also heightened the risks of unauthorized data collection, 
identity theft, algorithmic discrimination, cyberattacks, mass 
surveillance, and commercial exploitation of personal information. The 
increasing use of artificial intelligence and automated decision-making 
systems further complicates these concerns by enabling large-scale 
profiling and predictive analytics that may significantly affect individual 
autonomy and dignity.5 

The protection of personal data has consequently evolved into one of the 
most significant legal and policy issues of the twenty-first century. 
Internationally, several jurisdictions have enacted comprehensive legal 
frameworks aimed at safeguarding informational privacy while 
facilitating responsible data-driven innovation. The European Union's 
General Data Protection Regulation (GDPR) has become the global 
benchmark for privacy regulation by establishing principles such as 
lawfulness, fairness, transparency, purpose limitation, data 
minimization, accountability, and data subject rights. Similar legislative 
developments have been witnessed in jurisdictions including the United 
Kingdom, Singapore, Brazil, and Japan, reflecting a growing 
international consensus that robust privacy protection constitutes an 
essential component of democratic governance and digital economic 
development.6 

In India, the constitutional discourse surrounding privacy has 
undergone significant evolution. Early judicial decisions adopted a 
restrictive approach towards privacy rights. However, subsequent 
constitutional jurisprudence progressively expanded the scope of 
personal liberty under Article 21 of the Constitution. The watershed 
judgment in Justice K.S. Puttaswamy (Retd.) v. Union of India unequivocally 
recognized privacy as a fundamental right intrinsic to life, liberty, 
dignity, and individual autonomy. The Supreme Court further 
emphasized that any limitation upon privacy must satisfy the 
constitutional tests of legality, necessity, proportionality, and procedural 

 
Empowering Indians (Ministry of Electronics & Information Technology 2018). 
5 Daniel J. Solove, Understanding Privacy (Harvard Univ. Press 2008); Frank Pasquale, 
The Black Box Society: The Secret Algorithms That Control Money and Information (Harvard 
Univ. Press 2015). 
6 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 
2016 (General Data Protection Regulation), 2016 O.J. (L 119) 1. 
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safeguards. This decision established the constitutional foundation for 
the enactment of a comprehensive data protection framework in India 
and significantly influenced subsequent legislative developments. 

Responding to these constitutional imperatives and the increasing 
importance of digital governance, Parliament enacted the Digital 
Personal Data Protection Act, 2023. The legislation establishes a statutory 
framework governing the processing of digital personal data, delineates 
the rights of data principals and the obligations of data fiduciaries, 
provides mechanisms for obtaining consent, regulates cross-border data 
transfers, and creates the Data Protection Board of India for enforcement 
purposes. Simultaneously, the Act seeks to encourage technological 
innovation and ease of doing business by adopting a relatively flexible 
compliance model compared with certain international frameworks. 
Nevertheless, the legislation has generated substantial academic, 
judicial, and policy debate regarding the breadth of governmental 
exemptions, the independence of regulatory oversight, limitations on 
individual rights, and the adequacy of procedural safeguards against 
state access to personal data. These concerns have renewed the 
constitutional debate regarding the appropriate balance between 
individual liberty, economic development, and governmental authority.7 

Against this backdrop, the present study critically evaluates India's 
personal data protection framework by examining whether the Digital 
Personal Data Protection Act, 2023 effectively harmonizes the objectives 
of promoting innovation, safeguarding the constitutional right to 
privacy, and accommodating legitimate state interests. The research 
analyses the constitutional principles governing privacy, the statutory 
architecture of the Act, judicial interpretations, committee 
recommendations, and comparative international practices. It further 
assesses whether the existing legal framework adequately reflects the 
constitutional doctrine of proportionality while ensuring transparency, 
accountability, and effective regulatory oversight in an increasingly data-
driven society. By identifying the strengths and limitations of the current 
framework, the study seeks to contribute to the ongoing discourse on 
developing a balanced, rights-oriented, and innovation-friendly data 
protection regime capable of addressing the challenges posed by 
emerging digital technologies.8 

2. LITERATURE REVIEW 

The regulation of personal data has emerged as one of the most dynamic 
fields of contemporary legal scholarship, reflecting the growing 

 
7 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 
2016 (General Data Protection Regulation), 2016 O.J. (L 119) 1. 
8 Digital Personal Data Protection Act, No. 22 of 2023, India Code (2023). 
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recognition that data has become a critical economic asset while 
simultaneously constituting an essential element of individual autonomy 
and democratic governance. Existing literature on privacy and data 
protection broadly examines four interconnected themes: the 
philosophical foundations of privacy, constitutional protection of 
informational privacy, comparative data protection regimes, and the 
regulatory challenges posed by emerging digital technologies. Although 
these studies provide valuable insights into the evolution of privacy law, 
significant gaps remain in evaluating whether India's Digital Personal 
Data Protection Act, 2023 (DPDP Act) successfully reconciles the 
competing objectives of innovation, privacy, and legitimate state 
interests. 

The intellectual foundation of modern privacy law is commonly traced 
to the seminal work of Samuel D. Warren and Louis D. Brandeis, who 
conceptualized privacy as the "right to be let alone." Their article argued 
that technological developments and intrusive media practices 
necessitated legal recognition of an individual's right to control personal 
information. While this conception primarily emphasized protection 
against unwarranted intrusion, subsequent scholarship expanded 
privacy beyond physical solitude to include informational self-
determination and individual autonomy in the digital environment.9 

Building upon these foundations, Alan F. Westin defined privacy as the 
ability of individuals to determine when, how, and to what extent 
information about them is communicated to others. Westin's theory of 
informational control significantly influenced modern data protection 
legislation by emphasizing consent, transparency, and individual choice. 
However, critics have argued that excessive reliance on consent is 
inadequate in complex digital ecosystems where individuals frequently 
accept lengthy privacy policies without meaningful understanding, 
thereby undermining genuine autonomy.10 

Daniel J. Solove challenged traditional conceptions of privacy by arguing 
that privacy cannot be adequately understood through a single universal 
definition. Instead, he proposed a taxonomy of privacy harms 
encompassing surveillance, aggregation, identification, secondary use, 
exclusion, and information insecurity. Solove contends that 
contemporary privacy violations arise not merely from disclosure of 
information but from the cumulative effects of data collection and 
algorithmic processing. His framework is particularly relevant to the 
Indian context, where rapid digitization and extensive use of personal 

 
9 Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 Harv. L. Rev. 193 
(1890). 
10 Alan F. Westin, Privacy and Freedom (Atheneum 1967). 
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data by both governmental and private actors create multifaceted 
privacy risks extending beyond conventional notions of confidentiality.11 

Similarly, Julie E. Cohen critiques market-oriented approaches to data 
governance by emphasizing that privacy is indispensable for democratic 
participation, intellectual freedom, and human development. She argues 
that excessive data collection by both corporations and governments 
diminishes individual autonomy and creates structural imbalances of 
power within digital societies. Cohen advocates regulatory frameworks 
that safeguard not only individual rights but also broader constitutional 
values, including dignity, equality, and democratic accountability. Her 
work provides an important theoretical lens for evaluating whether 
India's personal data protection framework sufficiently protects citizens 
against concentrated informational power.12 

Shoshana Zuboff's theory of "surveillance capitalism" represents another 
influential contribution to contemporary privacy scholarship. Zuboff 
argues that technology companies increasingly monetize human 
behaviour by collecting and analysing vast quantities of personal 
information for predictive and commercial purposes. According to her 
analysis, digital platforms convert personal experiences into behavioural 
data that can be exploited for commercial advantage, thereby creating 
unprecedented asymmetries of knowledge and power. Although her 
work primarily examines private-sector surveillance, it also raises 
broader concerns regarding the interaction between commercial data 
ecosystems and governmental access to personal information.13 

Within the Indian context, the report of the Justice B.N. Srikrishna 
Committee constitutes the foundational policy document underpinning 
the country's contemporary data protection framework. The Committee 
recognized privacy as an essential constitutional value while 
simultaneously acknowledging the economic significance of data-driven 
innovation. It proposed a rights-based regulatory model founded upon 
principles of informed consent, purpose limitation, storage limitation, 
accountability, transparency, and independent regulatory oversight. 
Although the Committee emphasized the need to balance privacy with 
legitimate state interests, several of its institutional recommendations 
were modified during the legislative process leading to the enactment of 
the DPDP Act, 2023.14 

 
11 Daniel J. Solove, Understanding Privacy (Harvard Univ. Press 2008). 
12 Julie E. Cohen, Between Truth and Power: The Legal Construction of Informational 
Capitalism (Oxford Univ. Press 2019). 
13 Shoshana Zuboff, The Age of Surveillance Capitalism (PublicAffairs 2019). 
14 Justice B.N. Srikrishna Committee, A Free and Fair Digital Economy: Protecting 
Privacy, Empowering Indians (Ministry of Electronics & Information Technology 2018). 
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Indian constitutional scholarship has been significantly shaped by the 
Supreme Court's decision in Justice K.S. Puttaswamy (Retd.) v. Union of 
India, which recognized privacy as a fundamental right protected under 
Article 21 of the Constitution. The judgment established that any 
restriction upon privacy must satisfy the requirements of legality, 
legitimate state purpose, proportionality, and procedural safeguards 
against arbitrary state action. Subsequent academic commentary has 
extensively analysed the implications of the decision for surveillance 
reform, digital governance, Aadhaar, and personal data regulation. 
Nevertheless, scholars remain divided regarding whether the DPDP Act 
adequately reflects the constitutional standards articulated in 
Puttaswamy, particularly in relation to governmental exemptions and 
regulatory independence.15 

Comparative scholarship examining the European Union's General Data 
Protection Regulation (GDPR) has consistently identified the GDPR as 
the global benchmark for comprehensive data protection legislation. 
Academic studies emphasize its robust framework of data subject rights, 
accountability obligations, independent supervisory authorities, and 
significant penalties for non-compliance. Comparative analyses 
frequently observe that while India's DPDP Act adopts several GDPR-
inspired principles, it departs from the European model in relation to 
regulatory independence, legal bases for processing, and governmental 
exemptions. These differences continue to generate debate regarding the 
adequacy of India's privacy protections within an increasingly 
interconnected digital economy.16 

Although existing scholarship has substantially advanced 
understanding of privacy rights and data protection regulation, several 
limitations remain. Much of the literature predates the enactment of the 
Digital Personal Data Protection Act, 2023 or primarily focuses on the 
constitutional recognition of privacy rather than the operational 
effectiveness of the new statutory framework. Comparative studies often 
evaluate India's legislation exclusively against the GDPR without 
sufficiently considering India's unique constitutional structure, 
developmental priorities, and governance challenges. Furthermore, 
limited research comprehensively examines the interaction between 
innovation, individual privacy, and state interests within a single 
analytical framework. The growing deployment of artificial intelligence, 
algorithmic governance, and digital public infrastructure has further 

 
15 Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 S.C.C. 1. 
16 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 
2016 (General Data Protection Regulation), 2016 O.J. (L 119) 1. 
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transformed the regulatory landscape, necessitating renewed scholarly 
evaluation. 

Accordingly, the present research seeks to bridge these gaps by 
undertaking a comprehensive doctrinal and comparative analysis of 
India's personal data protection framework. Rather than examining 
privacy, innovation, or governmental authority in isolation, the study 
evaluates the extent to which the Digital Personal Data Protection Act, 
2023 successfully balances these competing constitutional and regulatory 
objectives. It further assesses whether the existing framework provides 
adequate safeguards for protecting fundamental rights while 
simultaneously fostering responsible technological innovation and 
enabling legitimate governmental functions. In doing so, the research 
aims to contribute to the evolving discourse on rights-oriented data 
governance in India and proposes reforms that align constitutional 
principles with the practical realities of the digital economy. 

3. RESEARCH METHODOLOGY 

3.1 Research Problem 

The exponential growth of India's digital economy has transformed 
personal data into a strategic asset for economic development, 
governance, and technological innovation. The increasing deployment of 
artificial intelligence, digital public infrastructure, e-commerce 
platforms, financial technologies, and cloud-based services has 
expanded the volume and complexity of personal data processing by 
both public and private entities. While these developments have 
accelerated innovation and improved public service delivery, they have 
simultaneously intensified concerns relating to informational privacy, 
data security, algorithmic decision-making, commercial exploitation of 
personal information, and state surveillance. 

The enactment of the Digital Personal Data Protection Act, 2023 
represents India's first comprehensive legislative framework governing 
the processing of digital personal data.  

3.2 Research Questions 

The study seeks to answer the following research questions: 

1. How has the constitutional right to privacy evolved within the 
Indian legal system, and what principles govern informational 
privacy? 
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2. What are the principal features of the Digital Personal Data 
Protection Act, 2023, and how do they regulate the processing of 
personal data? 

3. Does the Act adequately safeguard the rights of data principals 
while ensuring accountability of data fiduciaries? 

4. To what extent do the exemptions granted to the Central 
Government comply with the constitutional principles of legality, 
necessity, and proportionality? 

5. How does the Indian personal data protection framework 
compare with leading international data protection regimes, 
particularly the European Union's General Data Protection 
Regulation? 

6. What legislative and institutional reforms are necessary to achieve 
an appropriate balance between innovation, privacy, and 
legitimate state interests? 

3.3 Research Objectives 

The primary objective of this research is to critically evaluate whether 
India's personal data protection framework effectively balances 
innovation, privacy, and state interests in the digital age. 

The specific objectives of the study are: 

• To examine the constitutional evolution of the right to privacy in 
India. 

• To analyse the legal framework established under the Digital 
Personal Data Protection Act, 2023. 

• To evaluate the rights of data principals and the obligations 
imposed upon data fiduciaries. 

• To examine the scope and constitutional validity of governmental 
exemptions under the Act. 

• To analyse the relationship between data protection regulation 
and technological innovation. 

• To undertake a comparative study of India's framework with 
selected international jurisdictions. 
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• To identify legal and institutional shortcomings in the existing 
framework and recommend reforms consistent with 
constitutional values and global best practices. 

3.4 Research Hypothesis 

This study proceeds on the following hypothesis: 

Primary Hypothesis 

The Digital Personal Data Protection Act, 2023 represents a significant 
advancement in India's data governance framework; however, the 
existing legal regime disproportionately prioritizes administrative 
flexibility and digital economic growth over robust protection of 
informational privacy, thereby creating constitutional concerns 
regarding proportionality, accountability, and effective regulatory 
oversight. 

Alternative Hypothesis 

The Digital Personal Data Protection Act, 2023 establishes a balanced and 
context-specific regulatory framework that adequately reconciles 
individual privacy rights with India's developmental priorities, 
technological innovation, and legitimate state interests. 

3.5 Research Design 

The present study adopts a doctrinal legal research design. Doctrinal 
research involves a systematic examination of constitutional provisions, 
statutory enactments, judicial decisions, policy documents, committee 
reports, and scholarly literature to analyse existing legal principles and 
evaluate their application within a specific legal framework. Given that 
the research seeks to critically assess the adequacy of India's personal 
data protection regime rather than collect empirical data, the doctrinal 
approach is considered the most appropriate methodology. 

The study also incorporates a comparative legal approach by examining 
the regulatory frameworks adopted by the European Union, the United 
Kingdom, Singapore, and Brazil. Comparative analysis facilitates the 
identification of international best practices and enables a contextual 
assessment of India's evolving data protection regime. 

3.6 Nature of the Study 

The research is: 

• Doctrinal 
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• Descriptive 

• Analytical 

• Comparative 

• Critical 

The study combines descriptive analysis of existing legal provisions with 
critical evaluation of their constitutional validity, regulatory 
effectiveness, and practical implications. 

3.7 Method of Data Analysis 

The study employs qualitative legal analysis through: 

• Constitutional interpretation. 

• Statutory interpretation. 

• Case law analysis. 

• Comparative legal analysis. 

• Policy analysis. 

• Critical doctrinal evaluation. 

Judicial precedents are analysed to identify constitutional principles 
governing informational privacy, while statutory provisions are 
examined in light of these principles to assess their consistency with 
constitutional standards. Comparative analysis is used to evaluate 
India's framework against internationally recognized data protection 
regimes.17 

3.8 Scope of the Study 

The study focuses on the legal and constitutional dimensions of personal 
data protection in India, with particular emphasis on the Digital Personal 
Data Protection Act, 2023. It examines the rights of data principals, 
obligations of data fiduciaries, consent mechanisms, cross-border data 
transfers, children's data, government exemptions, and institutional 
enforcement mechanisms. The research further evaluates the interaction 
between data protection, 18technological innovation, and state interests 

 
17 Justice B.N. Srikrishna Committee, A Free and Fair Digital Economy: Protecting 
Privacy, Empowering Indians (Ministry of Electronics & Information Technology 2018). 
18 Terry Hutchinson & Nigel Duncan, Defining and Describing What We Do: Doctrinal 
Legal Research, 17 Deakin L. Rev. 83 (2012). 
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while drawing comparative insights from selected international 
jurisdictions. 

3.9 Limitations of the Study 

The study is subject to certain limitations. First, it adopts a doctrinal 
methodology and therefore does not include empirical surveys, 
interviews, or quantitative analysis of stakeholder experiences. Secondly, 
the Digital Personal Data Protection Act, 2023 is a relatively recent 
enactment, and judicial interpretation of several provisions remains 
limited. Consequently, the analysis primarily relies upon constitutional 
principles, legislative intent, comparative jurisprudence, and emerging 
academic commentary. Finally, the research focuses exclusively on 
personal data protection and does not undertake an extensive 
examination of allied areas such as cybersecurity regulation, competition 
law, intellectual property, or non-personal data governance except 
where they directly intersect with the subject of the study. 

EVOLUTION OF THE RIGHT TO PRIVACY AND PERSONAL 
DATA PROTECTION IN INDIA 

4.1 Introduction 

Privacy has undergone a remarkable transformation in constitutional 
jurisprudence, evolving from a limited common law concept to a 
universally recognized human right and a fundamental constitutional 
guarantee. Historically, privacy was understood primarily as protection 
against physical intrusion into an individual's home or personal affairs. 
However, rapid technological advancements, digital communication, 
artificial intelligence, cloud computing, biometric identification systems, 
and the widespread commercialization of personal information have 
considerably expanded the scope of privacy. In the contemporary digital 
age, privacy extends beyond physical space to encompass informational 
privacy, decisional autonomy, bodily integrity, and individual dignity. 
Consequently, the regulation of personal data has become central to 
constitutional governance, democratic accountability, and the protection 
of human rights.19 

In India, the constitutional recognition of privacy evolved gradually 
through judicial interpretation rather than explicit constitutional text. 
Although the Constitution of India does not expressly recognize the right 
to privacy, the Supreme Court progressively interpreted Articles 14, 19, 
and 21 to incorporate privacy as an intrinsic component of personal 
liberty and human dignity. This judicial evolution culminated in the 

 
19 Universal Declaration of Human Rights art. 12 (1948); International Covenant on 
Civil and Political Rights art. 17, Dec. 16, 1966, 999 U.N.T.S. 171. 
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landmark decision of Justice K.S. Puttaswamy (Retd.) v. Union of India, 
where a unanimous nine-judge Bench declared privacy to be a 
fundamental right protected under Part III of the Constitution. The 
judgment fundamentally altered India's constitutional landscape by 
establishing privacy as a foundational value governing both state action 
and the regulation of personal data. 

This chapter examines the historical development of privacy 
jurisprudence in India, analyses the constitutional principles emerging 
from landmark judicial decisions, and traces the legislative evolution 
leading to the enactment of the Digital Personal Data Protection Act, 
2023. 

4.2 International Evolution of Privacy 

The modern legal conception of privacy is generally attributed to Samuel 
D. Warren and Louis D. Brandeis, whose landmark 1890 article, The Right 
to Privacy, argued that every individual possesses a legal right "to be let 
alone." Their work emerged in response to technological innovations 
such as photography and expanding newspaper circulation, which 
enabled unprecedented intrusion into private life. Warren and Brandeis 
contended that existing legal remedies were insufficient to protect 
personal dignity against these emerging threats and advocated 
recognition of privacy as an independent legal right. 

With the emergence of digital technologies during the late twentieth 
century, privacy increasingly became associated with the protection of 
personal information rather than merely protection against physical 
intrusion. The Organisation for Economic Co-operation and 
Development (OECD) Privacy Guidelines, 1980 introduced foundational 
principles including purpose limitation, data quality, transparency, 
security safeguards, accountability, and individual participation. These 
principles subsequently informed comprehensive data protection 
legislation adopted across several jurisdictions, including the European 
Union's General Data Protection Regulation (GDPR). 

4.3 Early Constitutional Position in India 

The Supreme Court first considered privacy in M.P. Sharma v. Satish 
Chandra. The case involved constitutional challenges to search and 
seizure powers exercised during investigations under the Code of 
Criminal Procedure. An eight-judge Bench held that the Constitution did 
not contain an express right to privacy comparable to the Fourth 
Amendment of the United States Constitution. Accordingly, the Court 
declined to recognize privacy as an independent fundamental right. This 
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judgment reflected a narrow textual interpretation of constitutional 
rights and remained influential for several decades.20 

A similar approach was adopted in Kharak Singh v. State of Uttar Pradesh, 
where the validity of police surveillance regulations permitting 
domiciliary visits and continuous monitoring of suspected criminals was 
challenged. The majority held that although unauthorized night-time 
domiciliary visits violated personal liberty under Article 21, the 
Constitution did not expressly recognize a general right to privacy. 
Nevertheless, Justice K. Subba Rao's celebrated dissent argued that 
privacy constituted an indispensable aspect of personal liberty protected 
by Article 21. His opinion emphasized that continuous surveillance 
seriously impaired individual dignity, freedom of movement, and 
personal autonomy. Although a minority opinion, Justice Subba Rao's 
reasoning later became the intellectual foundation for the constitutional 
recognition of privacy in India.21 

4.4 Judicial Expansion of Privacy 

The restrictive approach adopted in M.P. Sharma and Kharak Singh 
gradually gave way to a broader interpretation of personal liberty. 

In Gobind v. State of Madhya Pradesh, the Supreme Court acknowledged 
that privacy could be inferred from the guarantees contained in Articles 
19(1)(a), 19(1)(d), and 21. Justice Mathew observed that privacy is not an 
absolute right and may be restricted where compelling state interests 
justify such limitations. However, any restriction must satisfy 
constitutional standards of reasonableness and necessity. The judgment 
represented the first significant judicial recognition that privacy forms 
part of India's constitutional framework.22 

The expansion of Article 21 continued in Maneka Gandhi v. Union of India, 
where the Supreme Court fundamentally transformed Indian 
constitutional jurisprudence by holding that any law restricting personal 
liberty must satisfy the requirements of fairness, reasonableness, and 
non-arbitrariness. The Court established that Articles 14, 19, and 21 are 
mutually reinforcing and must be interpreted harmoniously. Although 
the case did not directly concern privacy, its expansive interpretation of 
personal liberty created the constitutional foundation upon which 
privacy was subsequently recognized as a fundamental right.23 

 
20 M.P. Sharma v. Satish Chandra, A.I.R. 1954 S.C. 300. 
21 Kharak Singh v. State of Uttar Pradesh, A.I.R. 1963 S.C. 1295. 
22 Gobind v. State of Madhya Pradesh, (1975) 2 S.C.C. 148. 
23 Maneka Gandhi v. Union of India, (1978) 1 S.C.C. 248. 
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The Court further strengthened privacy protections in People's Union for 
Civil Liberties (PUCL) v. Union of India, concerning telephone interception 
under the Indian Telegraph Act, 1885. The Supreme Court held that 
telephone conversations constitute an essential aspect of private life and 
that interception without adequate procedural safeguards violates 
Article 21. The Court prescribed detailed procedural requirements 
governing interception, thereby recognizing that surveillance powers 
must remain subject to constitutional limitations and judicial oversight.24 

4.5 The Transformative Judgment in Justice K.S. Puttaswamy (Retd.) v. 
Union of India 

The constitutional status of privacy was conclusively settled in Justice 
K.S. Puttaswamy (Retd.) v. Union of India. The case originated from 
constitutional challenges to the Aadhaar programme, under which 
biometric information of residents was collected to facilitate welfare 
delivery and digital identification. Since earlier judgments had 
questioned the existence of a constitutional right to privacy, the matter 
was referred to a nine-judge Constitution Bench. 

Importantly, the Court held that privacy is not absolute. Any restriction 
upon the right must satisfy a four-fold constitutional test: 

1. Legality – the restriction must have a statutory basis. 

2. Legitimate State Aim – the measure must pursue a 
constitutionally valid objective. 

3. Necessity and Proportionality – the measure must be necessary 
and proportionate to the objective sought. 

4. Procedural Safeguards – adequate safeguards must exist to 
prevent arbitrary or excessive interference. 

The judgment also recognized informational privacy as one of the 
defining constitutional challenges of the digital age. The Court observed 
that modern technologies enable governments and private corporations 
to collect, analyse, and utilize enormous quantities of personal 
information, thereby necessitating comprehensive legal regulation of 
data processing. The Court expressly encouraged Parliament to enact a 
robust data protection law capable of balancing privacy, innovation, and 
legitimate governmental interests.25 

 
24 People's Union for Civil Liberties (PUCL) v. Union of India, (1997) 1 S.C.C. 301 
25 People's Union for Civil Liberties (PUCL) v. Union of India, (1997) 1 S.C.C. 301. 
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4.6 From Constitutional Recognition to Legislative Reform 

Following the Puttaswamy judgment, the Government of India 
constituted the Committee of Experts under the chairmanship of Justice 
B.N. Srikrishna to formulate a comprehensive legal framework 
governing personal data protection. The Committee's 2018 Report 
emphasized that privacy is indispensable to democracy, economic 
participation, and individual autonomy. It recommended a rights-based 
regulatory framework founded upon principles of consent, purpose 
limitation, accountability, transparency, storage limitation, and 
independent regulatory oversight. 

These recommendations ultimately culminated in the enactment of the 
Digital Personal Data Protection Act, 2023. Although the Act 
incorporates several internationally recognized principles of data 
governance, it departs from certain recommendations of the Srikrishna 
Committee, particularly concerning regulatory independence and 
governmental exemptions. Consequently, the enactment of the Act has 
generated significant constitutional debate regarding whether the 
statutory framework adequately reflects the principles articulated in 
Puttaswamy. 

4.7 Conclusion 

The evolution of privacy jurisprudence in India reflects a gradual yet 
profound constitutional transformation. Beginning with the restrictive 
interpretations in M.P. Sharma and Kharak Singh, the Supreme Court 
progressively expanded the meaning of personal liberty through 
decisions such as Gobind, Maneka Gandhi, and PUCL, culminating in the 
landmark judgment in Justice K.S. Puttaswamy.  

CRITICAL ANALYSIS OF THE DIGITAL PERSONAL DATA 
PROTECTION ACT, 2023 

5.1 Introduction 

The enactment of the Digital Personal Data Protection Act, 2023 (DPDP 
Act) marks a significant development in India's digital governance 
landscape. For more than a decade, India lacked a comprehensive legal 
framework regulating the collection, processing, storage, and transfer of 
personal data. Although the Information Technology Act, 2000 and the 
Information Technology (Reasonable Security Practices and Procedures 
and Sensitive Personal Data or Information) Rules, 2011 provided limited 
safeguards for sensitive personal data, these provisions were 
fragmented, sector-specific, and inadequate to address the complexities 
of the contemporary digital economy. The exponential growth of 



 

 
 
Journal of International Law, Politics and Society                                          ISSN No. 3108-0464 

 

Vol. 2 Iss. 3 [2026]                                                                                                  215 | P a g e       

artificial intelligence, cloud computing, digital public infrastructure, e-
commerce, fintech, and social media platforms necessitated a 
comprehensive legislative framework capable of balancing individual 
privacy with economic development and national interests.26 

The DPDP Act seeks to establish such a framework by regulating the 
processing of digital personal data while simultaneously promoting 
innovation and facilitating ease of doing business. Unlike the European 
Union's General Data Protection Regulation (GDPR), which adopts a 
highly comprehensive and rights-oriented model, India's legislation 
reflects a more flexible and pragmatic regulatory approach intended to 
accommodate the country's developmental priorities and rapidly 
expanding digital ecosystem. Nevertheless, the Act has attracted 
significant scholarly and constitutional criticism concerning 
governmental exemptions, regulatory independence, and the adequacy 
of safeguards protecting informational privacy.27 

This chapter critically examines the principal features of the DPDP Act, 
evaluates its strengths and limitations, and analyses whether its 
regulatory architecture effectively implements the constitutional 
principles established in Justice K.S. Puttaswamy (Retd.) v. Union of India. 

5.2 Objectives of the Digital Personal Data Protection Act, 2023 

The primary objective of the DPDP Act is to regulate the processing of 
digital personal data in a manner that recognizes both the rights of 
individuals and the legitimate need to process data for lawful purposes. 
The legislation seeks to achieve multiple policy objectives.28 

These objectives demonstrate that the Act is intended not merely as a 
privacy statute but as a broader regulatory instrument designed to 
balance competing constitutional and economic interests. 

5.3 Applicability and Scope 

The DPDP Act applies to the processing of digital personal data within 
India where such data is collected in digital form or subsequently 
digitized. It also possesses limited extraterritorial application by 
extending to entities located outside India if they process the personal 

 
26 Information Technology (Reasonable Security Practices and Procedures and 
Sensitive Personal Data or Information) Rules, 2011, G.S.R. 313(E), Gazette of India 
(Apr. 11, 2011). 
27 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 
2016 (General Data Protection Regulation), 2016 O.J. (L 119) 1. 
28 Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 S.C.C. 1. 
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data of individuals situated in India in connection with offering goods or 
services. 

The legislation adopts a relatively broad territorial scope consistent with 
international developments in data protection law. However, unlike the 
GDPR, its extraterritorial application is comparatively narrower because 
it primarily focuses upon commercial activities involving Indian 
residents rather than every form of processing producing legal effects 
within the jurisdiction. 

The Act excludes certain categories of processing, including personal 
data processed for purely personal or domestic purposes and 
information made publicly available by the data principal or pursuant to 
legal obligations. While these exclusions reduce unnecessary regulatory 
burdens, they may also create interpretative challenges concerning the 
scope of publicly available information. 

5.4 Rights of Data Principals 

One of the most significant contributions of the DPDP Act is the 
recognition of individuals as "Data Principals" possessing enforceable 
legal rights over their personal information. 

The Act grants several important rights, including: 

(a) Right to Information 

Individuals have the right to receive clear information regarding the 
categories of personal data being processed, the purposes of processing, 
methods of exercising statutory rights, and mechanisms available for 
grievance redressal. 

(b) Right to Correction and Erasure 

The legislation enables individuals to require correction, completion, 
updating, or erasure of inaccurate or unnecessary personal data, thereby 
improving data accuracy and reducing the risks associated with obsolete 
information. 

(c) Right to Grievance Redressal 

Every Data Principal possesses the right to approach the Data Fiduciary 
for resolution of grievances before approaching the Data Protection 
Board. 
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(d) Right to Nominate 

Recognizing practical realities, the Act introduces the innovative concept 
of nomination, permitting individuals to designate another person to 
exercise statutory rights upon their death or incapacity. 

Although these rights strengthen individual control over personal 
information, the legislation does not expressly recognize certain rights 
available under the GDPR, including the right to data portability, the 
right to object to processing, and protections against automated decision-
making. Consequently, the autonomy enjoyed by Indian data subjects 
remains comparatively narrower than that available under several 
international data protection regimes. 

5.5 Obligations of Data Fiduciaries 

The Act imposes numerous obligations upon Data Fiduciaries 
responsible for determining the purpose and means of processing 
personal data. 

Key obligations include:29 

• Processing personal data only for lawful purposes. 

• Obtaining valid consent or relying upon legitimate uses 
recognized under the Act. 

• Maintaining reasonable security safeguards. 

• Informing affected individuals in the event of personal data 
breaches. 

• Erasing personal data after fulfilment of the specified purpose 
unless legal retention is required. 

• Establishing accessible grievance redressal mechanisms. 

These obligations reflect internationally accepted principles of 
accountability and responsible data governance. Nevertheless, several 
provisions remain broadly worded, granting organizations considerable 
discretion regarding the implementation of security measures and data 
retention practices. 

 
29 Justice B.N. Srikrishna Committee, A Free and Fair Digital Economy: Protecting 
Privacy, Empowering Indians (Ministry of Electronics & Information Technology 2018). 
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5.6 Consent-Based Framework 

Consent constitutes the principal legal basis for processing personal data 
under the DPDP Act. Consent must be free, specific, informed, 
unconditional, and capable of being withdrawn at any time. 

The legislation attempts to simplify consent notices by requiring clear 
and accessible language. Individuals retain the right to withdraw 
consent, thereby requiring cessation of processing unless another legal 
basis exists. 

Despite these safeguards, scholars question whether consent alone 
adequately protects privacy in contemporary digital ecosystems. Online 
users frequently encounter lengthy privacy notices and standard-form 
agreements that they seldom read or fully understand. Consequently, 
consent often becomes a procedural formality rather than an expression 
of genuine informational autonomy. This phenomenon, commonly 
described as "consent fatigue," substantially limits the practical 
effectiveness of consent-based regulation. 

5.7 Legitimate Uses of Personal Data 

Recognizing that consent cannot govern every instance of data 
processing, the Act authorizes processing without consent for specified 
legitimate purposes. 

These include: 

• compliance with legal obligations; 

• performance of judicial and regulatory functions; 

• medical emergencies; 

• disaster management; 

• employment-related purposes; 

• provision of government subsidies, benefits, and services. 

The inclusion of legitimate uses reflects practical governance 
requirements and reduces administrative burdens. However, critics 
argue that several categories are drafted broadly, potentially permitting 
extensive processing without meaningful individual participation. 
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5.8 Protection of Children's Personal Data 

The Act prescribes enhanced safeguards for processing children's 
personal data by requiring verifiable parental consent before processing 
data relating to minors. 

Additionally, Data Fiduciaries are prohibited from engaging in tracking, 
behavioural monitoring, or targeted advertising directed towards 
children where such processing is likely to have detrimental effects upon 
their well-being. 

5.9 Significant Data Fiduciaries 

The Central Government may classify certain organizations as 
Significant Data Fiduciaries based upon factors including: 

• volume and sensitivity of personal data; 

• risks posed to electoral democracy; 

• impact upon national security; 

• risks to public order; 

• use of emerging technologies. 

Such entities become subject to enhanced compliance obligations, 
including appointment of Data Protection Officers, independent data 
audits, periodic impact assessments, and additional accountability 
mechanisms. 

While risk-based regulation promotes efficient allocation of regulatory 
resources, the legislation provides limited statutory guidance regarding 
the precise criteria governing governmental designation, thereby raising 
concerns regarding regulatory certainty. 

5.10 Cross-Border Data Transfers 

Unlike earlier legislative proposals emphasizing data localization, the 
DPDP Act adopts a relatively liberal approach to international data 
transfers. 

Instead of imposing blanket localization requirements, the legislation 
empowers the Central Government to notify jurisdictions to which 
personal data may or may not be transferred. 
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This flexible approach supports international commerce, cloud 
computing, artificial intelligence, and multinational digital services. 
However, the absence of detailed statutory standards governing 
adequacy assessments has generated uncertainty regarding long-term 
regulatory predictability. 

 

5.11 Government Exemptions: Constitutional Concerns 

Among the most controversial features of the DPDP Act are the broad 
exemptions permitting the Central Government to exempt specified 
instrumentalities from several provisions of the legislation where 
processing is considered necessary for interests such as sovereignty, 
integrity, security of the State, maintenance of public order, or prevention 
of offences. 

The concentration of exemption powers within the executive branch also 
raises concerns regarding institutional accountability and effective 
judicial review. Without robust safeguards, broad exemptions risk 
diluting the constitutional protection afforded to informational privacy 
under Article 21. 

5.12 Data Protection Board of India 

The Act establishes the Data Protection Board of India as the primary 
enforcement authority responsible for adjudicating complaints, 
imposing monetary penalties, and ensuring compliance. 

However, unlike several international supervisory authorities, the 
Board's composition, appointment, and service conditions are 
substantially controlled by the Central Government. This institutional 
design has generated criticism regarding regulatory independence. 

Independent regulatory oversight constitutes an essential component of 
effective data protection regimes because enforcement authorities 
frequently adjudicate disputes involving governmental entities 
themselves. Perceived institutional dependence may therefore weaken 
public confidence in the effectiveness of regulatory enforcement. 

5.13 Critical Evaluation 

The DPDP Act possesses several significant strengths. It establishes 
India's first comprehensive statutory framework governing personal 
data protection, recognizes enforceable rights for individuals, imposes 
accountability obligations upon data fiduciaries, supports cross-border 
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digital commerce, and attempts to balance innovation with regulatory 
compliance. 

Viewed collectively, these limitations suggest that although the DPDP 
Act represents substantial legislative progress, further reforms may be 
necessary to fully align India's statutory framework with constitutional 
principles of legality, proportionality, transparency, accountability, and 
effective oversight. 

5.14 Conclusion 

The Digital Personal Data Protection Act, 2023 establishes the legal 
foundation for India's contemporary data governance framework and 
reflects the country's aspiration to become a globally competitive digital 
economy. Its flexible regulatory model seeks to encourage technological 
innovation while protecting individual privacy through statutory rights 
and organizational accountability. However, constitutional concerns 
relating to governmental exemptions, institutional independence, and 
the breadth of executive discretion continue to influence scholarly and 
judicial debates. The effectiveness of the Act will ultimately depend not 
only upon its statutory text but also upon its interpretation, 
implementation, and institutional enforcement. These issues become 
particularly significant when evaluating whether India's data protection 
framework successfully balances innovation, privacy, and legitimate 
state interests a question examined in the next chapter. 

BALANCING INNOVATION, PRIVACY, AND STATE 
INTERESTS: A COMPARATIVE EVALUATION OF INDIA'S 

PERSONAL DATA PROTECTION FRAMEWORK 

6.1 Introduction 

The regulation of personal data has become one of the defining legal 
challenges of the digital era. Governments increasingly rely on personal 
data to improve public administration, strengthen national security, and 
deliver welfare schemes, while private entities process vast amounts of 
information to develop artificial intelligence (AI), digital financial 
services, healthcare technologies, and e-commerce platforms. 
Simultaneously, individuals demand stronger protection of their 
informational privacy as digital technologies enable unprecedented 
collection, storage, and analysis of personal information. Consequently, 
modern data protection laws must balance three competing objectives: 
protecting the fundamental right to privacy, fostering innovation and 
economic growth, and enabling the State to pursue legitimate 
governmental interests. The Digital Personal Data Protection Act, 2023 
(DPDP Act) represents India's attempt to achieve this balance. However, 
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its effectiveness must be assessed against constitutional principles and 
international best practices.30 

6.2 Balancing Privacy and Innovation 

The recognition of privacy as a fundamental right in Justice K.S. 
Puttaswamy (Retd.) v. Union of India established that informational 
privacy is an essential aspect of human dignity, autonomy, and liberty 
protected under Articles 14, 19, and 21 of the Constitution. The Supreme 
Court further held that any restriction on privacy must satisfy the 
principles of legality, legitimate state purpose, necessity, proportionality, 
and procedural safeguards.¹ These constitutional standards provide the 
benchmark against which the DPDP Act must be evaluated.31 

However, innovation should not be viewed as incompatible with 
privacy. Sustainable digital growth depends upon public trust that 
personal information will be processed responsibly. Weak privacy 
protections may reduce consumer confidence, discourage digital 
participation, and ultimately undermine innovation itself. Accordingly, 
an effective data protection regime must ensure that technological 
advancement occurs within a framework of accountability, transparency, 
and respect for fundamental rights. 

6.3 State Interests and Constitutional Limitations 

The State possesses legitimate interests in processing personal data for 
national security, public order, crime prevention, taxation, healthcare, 
and welfare administration. India's extensive digital public 
infrastructure—including Aadhaar, Direct Benefit Transfer (DBT), 
Unified Payments Interface (UPI), and digital governance platforms—
illustrates the importance of data-driven governance in promoting 
administrative efficiency and financial inclusion. 

Nevertheless, constitutional democracies require that governmental 
access to personal information remain subject to legal limitations. One of 
the principal criticisms of the DPDP Act concerns the broad exemption 
powers granted to the Central Government, permitting specified 
agencies to be exempted from several provisions of the Act on grounds 
such as sovereignty, integrity, security of the State, and maintenance of 
public order. Although these objectives are constitutionally legitimate, 
the Act provides limited statutory guidance regarding procedural 

 
30 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 Apr. 
2016 (General Data Protection Regulation), 2016 O.J. (L 119) 1. 
31 Lei Geral de Proteção de Dados Pessoais (General Data Protection Law), Lei No. 
13,709, de 14 de Agosto de 2018, D.O.U. de 15.8.2018 (Braz.). 



 

 
 
Journal of International Law, Politics and Society                                          ISSN No. 3108-0464 

 

Vol. 2 Iss. 3 [2026]                                                                                                  223 | P a g e       

safeguards, independent oversight, or periodic review of such 
exemptions. 

The proportionality doctrine articulated in Puttaswamy requires that 
restrictions on privacy be narrowly tailored and accompanied by 
adequate safeguards against arbitrary state action. The concentration of 
exemption powers within the executive, without explicit statutory 
oversight mechanisms, raises concerns regarding transparency and 
accountability. Strengthening judicial or parliamentary oversight would 
enhance the constitutional legitimacy of governmental data processing 
while preserving the State's ability to perform essential functions. 

6.4 Comparative Evaluation 

A comparison with international data protection regimes demonstrates 
both the strengths and limitations of India's framework. The European 
Union's General Data Protection Regulation (GDPR) remains the global 
benchmark for comprehensive privacy legislation. It provides extensive 
rights to data subjects, including the rights to data portability, objection 
to processing, restriction of processing, and protection against decisions 
based solely on automated processing. The GDPR also requires 
independent supervisory authorities, strict accountability obligations, 
and significant penalties for non-compliance.² 

India's DPDP Act shares several features with these frameworks, 
including consent-based processing, obligations on data fiduciaries, 
breach notification, and protection of children's personal data. However, 
notable differences remain. Unlike the GDPR and LGPD, the DPDP Act 
does not expressly recognize the right to data portability or 
comprehensive safeguards against automated decision-making. 
Moreover, the Data Protection Board of India lacks the degree of 
structural independence enjoyed by regulatory authorities in many 
foreign jurisdictions, as its appointment and administrative framework 
remain largely under executive control. 

These differences reflect India's preference for regulatory flexibility and 
ease of compliance. While such an approach may encourage investment 
and technological innovation, stronger institutional independence and 
additional procedural safeguards would better align India's framework 
with constitutional principles and international best practices.32 

6.5 Critical Assessment 

The DPDP Act represents a significant legislative achievement by 
establishing India's first comprehensive legal framework for personal 

 
32 Digital Personal Data Protection Act, No. 22 of 2023, India Code (2023). 
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data protection. It provides legal certainty for businesses, recognizes 
important rights for individuals, and supports the continued expansion 
of the digital economy. Nevertheless, constitutional concerns persist 
regarding governmental exemptions, regulatory independence, and the 
comparatively limited scope of individual rights. 

A more balanced framework would strengthen the independence of the 
Data Protection Board, introduce clearer statutory standards governing 
governmental exemptions, recognize additional rights relating to data 
portability and automated decision-making, and establish greater 
transparency regarding state access to personal data. Such reforms 
would reinforce public trust while preserving India's capacity to 
innovate and pursue legitimate governmental objectives.33 

6.6 Conclusion 

The Digital Personal Data Protection Act, 2023 reflects India's attempt to 
reconcile the competing demands of privacy, innovation, and state 
interests within an increasingly data-driven society. Although the 
legislation adopts several internationally recognized principles and 
supports economic development through a flexible compliance 
framework, its constitutional legitimacy ultimately depends upon 
effective implementation, independent regulatory oversight, and 
adherence to the principles of legality and proportionality established by 
the Supreme Court. Future reforms should therefore seek not merely to 
expand regulatory obligations but to create a rights-oriented framework 
capable of protecting individual autonomy while enabling responsible 
innovation and effective governance in the digital age.34 

FINDINGS, RECOMMENDATIONS, AND CONCLUSION 

7.1 Findings 

The study demonstrates that the Digital Personal Data Protection Act, 
2023 (DPDP Act) marks a significant milestone in India's transition 
towards a comprehensive data protection regime. By establishing a 
statutory framework for the processing of digital personal data, the Act 
fills a long-standing legislative gap and reinforces the constitutional 
recognition of privacy as a fundamental right under Article 21. It 
introduces important rights for Data Principals, imposes accountability 
obligations on Data Fiduciaries, and provides legal certainty for 
businesses operating within the digital economy.35 

 
33 Personal Data Protection Act 2012 (No. 26 of 2012) (Sing.). 
34 Personal Data Protection Act 2012 (No. 26 of 2012) (Sing.). 
35 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 Apr. 
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However, the research also reveals several structural and constitutional 
limitations. First, the broad exemption powers granted to the Central 
Government may dilute the effectiveness of privacy protections and 
create the possibility of disproportionate state interference with personal 
data. Secondly, the institutional independence of the Data Protection 
Board of India appears limited due to significant executive control over 
its composition and administration, raising concerns regarding impartial 
enforcement. Thirdly, the Act adopts a comparatively narrow catalogue 
of individual rights and does not expressly recognize rights such as data 
portability, objection to processing, or protection against decisions based 
solely on automated processing. Finally, while the legislation seeks to 
promote innovation and ease of doing business, it provides limited 
guidance regarding the regulation of artificial intelligence, algorithmic 
decision-making, and emerging technologies. 

Overall, the findings indicate that although the DPDP Act represents a 
progressive step towards regulating personal data, its effectiveness in 
balancing innovation, privacy, and state interests will ultimately depend 
upon transparent implementation, independent oversight, and 
continued judicial scrutiny. 

7.2 Recommendations36 

To strengthen India's personal data protection framework, several 
legislative and institutional reforms should be considered. 

First, governmental exemptions under the DPDP Act should be narrowly 
interpreted and exercised only in exceptional circumstances. The 
legislation should incorporate clearer statutory standards, independent 
oversight mechanisms, and periodic review of exemption orders to 
ensure compliance with the constitutional principles of legality, 
necessity, and proportionality. 

Secondly, the institutional independence of the Data Protection Board of 
India should be enhanced by providing transparent appointment 
procedures, fixed tenure, financial autonomy, and greater accountability 
to Parliament. An independent regulator is essential for maintaining 
public confidence and ensuring impartial enforcement of data protection 
obligations. 

Thirdly, the rights of Data Principals should be expanded to include data 
portability, the right to object to certain forms of processing, and 
meaningful safeguards against automated decision-making and 

 
2016 (General Data Protection Regulation), 2016 O.J. (L 119) 1 
36 Justice B.N. Srikrishna Committee, A Free and Fair Digital Economy: Protecting 
Privacy, Empowering Indians (Ministry of Electronics & Information Technology 2018). 
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algorithmic profiling. Such rights would align India's framework more 
closely with international best practices while strengthening individual 
autonomy. 

Fourthly, the Government should formulate sector-specific regulatory 
guidelines for artificial intelligence, digital health, financial technologies, 
and digital public infrastructure to ensure responsible innovation 
without compromising privacy. 

Finally, greater public awareness and digital literacy initiatives should 
accompany legal reforms. Effective data protection depends not only on 
statutory rights but also on citizens' ability to understand and exercise 
those rights in an increasingly digital society.37 

7.3 Conclusion 

The Digital Personal Data Protection Act, 2023 represents a landmark 
development in India's evolving digital governance framework and 
reflects the country's commitment to regulating personal data in an 
increasingly technology-driven society. The legislation seeks to balance 
three competing objectives: protecting the constitutional right to privacy, 
promoting innovation and digital economic growth, and enabling the 
State to pursue legitimate governmental interests. While the Act 
successfully establishes a comprehensive statutory framework for 
personal data protection, its long-term success will depend upon its 
implementation in a manner consistent with constitutional values and 
the principles laid down by the Supreme Court in Justice K.S. Puttaswamy 
(Retd.) v. Union of India.38 

As digital technologies continue to transform governance, commerce, 
and everyday life, data protection laws must remain responsive to 
emerging challenges such as artificial intelligence, algorithmic 
governance, and cross-border data flows. A robust personal data 
protection regime should not regard privacy, innovation, and state 
interests as competing objectives but as complementary pillars of 
democratic digital governance. By strengthening institutional 
independence, enhancing individual rights, ensuring accountable 
government action, and adopting internationally informed best 
practices, India can develop a balanced and future-ready data protection 
framework that safeguards fundamental rights while fostering 
sustainable innovation and inclusive digital development. 
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